Introduction
In a networked control system, the sensor and the controller can encrypt their signals before transmitting them through the communication network. This technique is good for making eavesdropping attacks difficult over the communication channel (points A and B). However, the encryption is irrelevant if the cloud-computing platform is compromised (points C, D, and E). Privacy breaches also happen most often inside the cloud-computing services, which renders the encryption techniques ineffective. In light of these observations, it is desirable to use semi-homomorphic encryption that do not require the data to be decrypted before entering the cloud-computing services and, thus, reducing the risks of cyber-security attacks and privacy breaches (in points C, D, and E). 
Fixed-Point Arithmetic
The objects of interest are signed fixed-point rational numbers in base 2, such as
integer bits . c m c m−1 · · · c 1 fractional bits for given integers n, m ∈ N such that m ≤ n. The set of all such numbers is given by
Although conceptually useful, these fixed-point rationals need to be transformed into integers so that a digital processor can use them. Define the mapping f n,m :
For the ease of the presentation of the operations in Z 2 n , the following operators are defined:
Proposition Equivalence of the Operators
The multiplication is more difficult to implement in comparison to the summation as the sign of the operands (i.e., the numbers on which the operators act) needs to be checked.
Proposition Alternative Method for Multiplication
For all b, b ′ ∈ Q(n, m) such that bb ′ ∈ Q(n, m),
Semi-Homomorphic Encryption
A semi-homomorphic encryption scheme, namely, the Paillier encryption technique, is used in this paper. The encryption scheme is as follows:
• Key generation:
-Pick large prime numbers p and q randomly and independently so that gcd(pq,(1−p)(1−q)) = 1; -Compute N = pq; -Set λ = lcm(p − 1, q − 1) and µ = λ −1 mod N .
• Encryption:
-Select random r ∈ Z * N := {x ∈ Z N | gcd(x, N ) = 1}; -Construct the ciphertext of a message t ∈ Z N as E(t; r) = (N + 1) t r N mod N 2 .
• Decryption: -For any ciphertext c ∈ Z N 2, the plain text is given by D(c) = L(c λ mod N 2 )µ mod N , where
Proposition Semi-Homomorphic Encryption 1. For all r, r ′ ∈ Z * N and t, t ′ ∈ Z N such that t + t ′ ∈ Z N , E(t; r)E(t ′ ; r ′ ) mod N 2 = E(t + t ′ ; rr ′ ); 2. For all r ∈ Z * N and t, t ′ ∈ Z N such that tt ′ ∈ Z N , E(t; r) t ′ mod N 2 = E(t ′ t; r t ′ ).
Networked Control System
Consider the discrete-time linear time-invariant dynamical system of the form 
Theorem Performance of the Closed-Loop System with Semi-Homomorphic Encryption LetK ∈ R p u ×p y be such that A + BKC is Schur. Then: 
Experimental Result
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The robot is a low-cost platform named GoPiGo developed by Dexter Industries. The computations are done locally on a Raspberry Pi 2 that is connected to the robot. The position of the centre of mass of the robot is measured using an OptiTrak camera system. The speed references for each of the wheels are provided such that the robot travels with desired linear and angular velocities. The state measurement and the desired destination are encrypted with random primes in [2 63 , 2 64 ]. Let n = 10 and m = 5.
